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DETAILED ACTION 

Continued Examination Under 37 CFR 1.114 

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.1 14, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.1 14. Applicant's submission filed on 1/31/2008 has been entered. 

Response to Arguments 

2. In communications filed on 1/31/2008, applicant amends claim 7, the following claims 1- 
14 are presented for examination. 

2.1 Applicant's remarks, pages 6-10, filed on 1/31/2008, with respect to the rejection of 
claims 1-14 have been fully considered but they are moot in view of a new ground of rejection. 

Information Disclosure Statement 

3. The information disclosure statement (IDS) submitted on 1/3 1/2008 was filed after the 
mailing date of the Final rejection on 1 1/28/2007. The submission is in compliance with the 
provisions of 37 CFR 1 .97. Accordingly, the information disclosure statement is being 
considered by the examiner. 
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Claim Rejections - 35 USC §102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign 
country or in public use or on sale in this country, more than one year prior to the date of 
application for patent in the United States. 

Claims 9-10 are rejected under 35 U.S.C. 102(b) as being anticipated by Non-Patent 
Literature NN83024931, IBM Technical Disclosure, hereafter IBM TDB, "Checking Data 
Encryption Engines", February 1, 1983, (page 493 1 and figure, previously submitted). 

As per claim 9, IBM TDB substantially discloses an encryption apparatus having a 
substantially uniform current pattern during cryptographic processes comprising: a first N-round 
DES device (element 1 of figure) producing a first current pattern during cryptographic process 
on a digital input data block based on an input of a set of encryption keys (see Disclosure Text 
and figure); and a second N-round DES device (element 2 of figure) producing a second current 
pattern during cryptographic process on an inverse of the digital input data block, based on an 
input of the set encryption keys in inverted form (see Disclosure Text and figure), wherein the 
first and second N-round DES devices perform a substantially simultaneous cryptographic 
conversion process and wherein the first and second current patterns are inverse patterns 
respectively (see Disclosure Text and figure). 
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As per claim 10, IBM TDB discloses using implementing data encryption standard 
(DES) to perform the operations that meets the recitation of wherein the first and second N- 
round DES devices perform a cryptographic conversion process according to a DES algorithm, 
respectively (see Disclosure Text). 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject matter 
sought to be patented and the prior art are such that the subject matter as a whole would have 
been obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains. Patentability shall not be negatived by the manner in which 
the invention was made. 

Claims 1-4, 6-8, 11-12, and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Non-Patent Literature NN83024931, IBM Technical Disclosure, hereafter IBM TDB, 
"Checking Data Encryption Engines", February 1, 1983, (page 4931 and figure). 

As per claim 1, IBM TDB substantially discloses an encryption apparatus comprising: a 
first N-round DES device (element 1 of figure) for cryptographically converting a digital input 
data block into a first digital output data block nonlinearly, based on an input of a set of 
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encryption keys (see figure); and a second N-round DES device (element 2 of figure) for 
cryptographically converting the inverted digital input data block into a second digital output 
data block nonlinearly, based on an input of the set of inverted encryption keys (see fig. 1), 
wherein the first and second N-round DES devices perform a substantially simultaneous 
cryptographic conversion process (see fig. 1 with description on Disclosure Text). IBM TDB 
discloses receiving the inverted digital input data block and receiving the inverted set of 
encryption keys but does not explicitly disclose a means for inverting them. It is implicit that a 
means for complimenting the inputs was used or would have been used by one of ordinary skill 
in the art so as to produce inverted inputs. Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the apparatus as shown in 
the figure to provide means for inverting the digital input data block and inverting the set of 
encryption keys as suggested by IBM TDB so as to produce inverted data and key to be inputted 
as shown in the figure. 

As per claim 7, IBM TDB substantially discloses a method of cryptographically 
converting digital input data comprising the steps of: cryptographically converting substantially 
simultaneously a digital input data block into a first digital output data block nonlinearly, based 
on an input of a set of encryption keys (see Disclosure Text and figure) and an inverse of the 
digital input data block into a second digital output data block nonlinearly, based on an inverse 
of the encryption keys (see Disclosure Text and figure). IBM TDB is silent about storing the 
outputs in a register. IBM TDB discloses using the outputs to perform operations (see 
Disclosure Text); Examiner takes official notice that storing results in a register is very well 
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known in the art and therefore it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to store the results into a register so the results can be retrieved by 
an application to be applied to the XOR function. 

As per claim 2, IBM TDB discloses using implementing data encryption standard (DES) 
to perform the operations that meets the recitation of wherein the first and second N-round DES 
devices perform a cryptographic conversion process according to a DES algorithm, respectively 
(see Disclosure Text). 

As per claims 3 and 11, IBM TDB discloses either one of the first and second digital 
output data blocks being used as an encryption data block (see Disclosure Text and figure). IBM 
TDB is silent about storing the results. IBM TDB discloses using the outputs to perform 
operations. Examiner takes official notice that storing results is very well known in the art and 
therefore it would have been obvious to one of ordinary skill in the art at the time the invention 
was made to store the results so the results can be retrieved by an application to be verified for 
error as suggested by IBM TDB (see Disclosure Text). 

As per claims 4 and 12, IBM TDB discloses the limitation of further comprising a third 
input means for transferring the digital input data block to the first N-round DES device (see 
figure). 
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As per claims 6 and 14, Sprunk discloses a fourth input means for transferring the set of 
encryption keys to the first N-round DES device (see figure). 

As per claim 8, Sprunk discloses wherein either one of the first and second digital output 
data blocks being used as an encryption data block (see Disclosure Text and figure). 

6. Claims 5 and 13 are rejected under 35 U.S.C. 103(a) as being unpatentable over Non- 
Patent Literature NN83024931, IBM Technical Disclosure, hereafter IBM TDB, "Checking Data 
Encryption Engines", February 1, 1983, (page 493 1 and figure) in view of US Patent 4,803,725 
to Home et al. 

As per claims 5 and 13, does not explicitly disclose generating keys based on 
permutation. Home et al in an analogous art discloses encryption key block for receiving a key 
and generating the set of encryption keys based on a permutation of the key (see column 10, lines 
17-43 and column 13, lines 20-35 and column 14, lines 13-16). Therefore, it would have been 
obvious to one of ordinary skill in the art at the time the invention was made to use permutation 
so as to vary the keys and make them less susceptible to attacks as suggested by Home et al (see 
column 2, lines 52-63). 
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Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure as the prior art discloses many of the claimed features such as conversion of input to 
output with inverse transformation. (See PTO-form 892). 

7. 1 Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to CARL COLIN whose telephone number is (571)272-3862. The 
examiner can normally be reached on Monday through Thursday, 8:00-6:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Carl Colin/ 
Examiner, Art Unit 2136 
April 15, 2008 



